your key to data security

Psyphenr0PS
Support for the Open PGP Standard

Wlen the Open PGP Standard or a commercial PGP product is used by the sender or receiver,
PsypherOPS may be the logical choice to protect all types of sensitive business transactions files.
PsypherOPS consists of two main components: an interactive menu-driven utility to manage a
trading partner database of encrypted keys and security options, and a batch component to auto-
matically secure transaction files on a regularly scheduled basis. For files being transferred from
one location to another, PsypherOPS provides any combination of four separate options:

Data Encryption

PsypherOPS provides confidentiality using one of
two strong encryption algorithms: 168-bit Triple
DES or 256-bit AES. Psypher OPS can also access
existing computer cryptography hardware features
for improved performance and maximum security
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Message Authentication

PsypherOPS verifies the origin of the transmitted

file and its integrity using RSA digital signatures.
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Data Compression
PsypherOPS saves transmission time and money
by compressing data using the popular ZIP

compression algorithm described in RFC 1950
& RFC 1951.

Text/Data Gontrol

When necessary, PsypherOPS simplifies commu-
nications through multiple Value Added Networks
(VANS) using a text-filtering technique called
Base64 for binary data.

Secure Any File With PsypherOPS
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- ————— Psypher Security Suite — PsypherOPS Security Options —————————
Command >

Company/Dept Name

Partner Active? (Y/N) ==
Comment =>

FILE SECURING OPTIONS:

Message Format Version (3=RFC1991, 4=RFC2440)
Digital Signature Algorithm (S-RSA, N-None) ===
Encryption Algorithm (T-Triple DES, A-AES, N-None)
Filtering (B-Base64, N-None)

Press ENTER to Save Changes. . )
Press END to Cancel Changes and Return to Previous Display.

Psypher Security Suite — Audit Log —— Row 7 to 24 of 24

Press ENTER to Return or Enter COPY (F11) Command to Copy Display to a File.

2004/01/02 06:53: INF409 (GARY) Party Relationship Added/Changed for:
2004/01/02 06:53: YOURPGP

2004/01/02 06:58: INF424 (GARY) Partner Deleted: ID: YOURPGP SecID: YOURPGP,
2004/01/02 06:58: Records Changed: 1

2004/01/02 08:00: INF409 (GARY) Party Relationship Added/Changed fo
2004/01/02 08:00:22 YOURPGP

2004/01/02 08:00:30 INF409 (GARY) Party Relationship Added/Changed for:
2004/01/02 08:00:30 YOURPGP

2004/01/02 08:02:16 INF410 (GARY) Key Status Change: Partner ID: MYPGP, Key
2004/01/02 08:02:16 ID: MY.CA, Usage: CERT AUTH, Status: CURRENT,
2004/01/02 08:02:16 Effective: 200401020000, Key Check: 375552,
2004/01/02 08:02:16 Automatic status change

2004/01/02 08:02:17 INF402 (GARY) Data key set. Partner ID: MYPGP, Key ID:
2004/01/02 08:02:17 MY.CA, Usage: CERT AUTH, Status: CURRENT,
2004/01/02 08:02:17 Effective: 200401020000, Key Check: 375552, Key
2004/01/02 08:02:17 stored

2004/01/02 08:25:36 INF424 (GARY) Partner Deleted: ID: YOURPGP SecID: YOURPGP,
2004/01/02 08:25:36 Records Changed: 1
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