your key to data security

PsypherX|’

Dependable Security for X12 Transaction Files

Wlen there is a requirement to protect 820 payments or any other X12 business transaction,
PsypherX12 can complement any X12 translator by adding necessary security functions. Consisting
of two main components, PsypherX12 has an interactive menu-driven utility that manages a trading
partner database of encrypted keys and security options, and a batch component that automatically
secures transaction files on a regularly scheduled basis. PsypherX12 conforms to the X12.58 standard
specifications and provides the following important features:

Data Encryption

Confidentiality is ensured using strong encryption
algorithms (56-bit DES, 112-bit Triple DES, and
168-bit Triple DES).

Ensure Data Security with PsypherX12

Message Authentication

PsypherX12 verifies the origins of transmitted files o Encrypted Encrypted Encrypted

.. . . . Fagish Data Data Data ClearlER
and their integrity using either the X9.9 Message Header Group Group Group e
Authentication Codes (MACs) developed by the

financial industry or RSA digital signatures with
X.509v3 certificates.

Data Compression

PsypherX12 reduces transmission time and
expense by compressing (‘lata using the popular Ll ST R LT
X9.32 compression algorithm (also known as

LZW compression) . Clear Data Encrypted EmIJerlpted Emsrylpted Clear Data
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Communication through multiple Value Added aia

Networks (VANs) can be simplified using text-
filtering techniques to avoid sending binary data.

02-04b-T



————————————————————— PsypherX12 Security Options Row 1 of 2
Command

Company/Dept Name: Big Bank
Partner Name ....: Local Credit Union

Partner is Active? Y C Y -Yes, N -No)
Level for Security G ( G -Group, T -Trans)
Comment =

Specify Securing Options in the Following Group Security Specifications:
Selection Codes: E - Edit Group
D - Delete Group
Commands : ADD (F5) Add a Group ENTER - Save Changes
COMM (F6) Communication Options END - Cancel Changes
ISA (F10) ISA Options
ENC (F11) - Encryption/Filtering Options

Sel 1D Service Method Mode Filter
ALL AUT ENC DES CBC None
FA None
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————————————————————————————— PsypherX12 - ISA Options
Command >
Company/Dept ID to Use BIGBANK
Company/Dept Security ID to Use .
I . BIGBANKSECID
Partner Name . T ¢ Local Credit Union
X12 Standards Version (0=3030, 1=4010) >
Use Machine native CBC zero padding
Use 16 byte Hex encryption IV (Initialization Vector)
Generate Functional Acknowledgment Messages (997s) >
Use Fixed Delimiters (%, LF) for authentication >
Leave Digital Signature segments in received transaction=>
>
>

w, N
w, N
w, N
, N, A)
w, N
w, N
w, N

Public Key Certificates require special extension info
Partner is in Production Status =
ISA Message Separators
Terminator C Element 10 Sub Element ==> 1F
ISA Header Information
ID Qualifier 7 Test Indicator P P, T
Control Number 000000001
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Enter USE (F10) Command to Set Company IDs to Use With This Partner.
Press ENTER to Save Changes and Return to Previous Display.
Enter END Command to Cancel Above Field Changes, Return to Previous Display.

————————————————— PsypherX12 - Audit Log Row 174 of 191
Command

Press ENTER to Return or Enter COPY (F11) Command to Copy Display to a File.

2002/06/11 06:36: CREDITUNION
06:41: INF419  (MARY) ID: RA, Secured, ISA Ctrl# 211290000,
06:41: Receiver: CREDITUNION, GRP Ctrl# 211290000, Auth:
KDADO1(D89531), Enc: KDEOO1(36FO9F)
INF401 (MARY) Data secured OK. Partner: CREDITUNION,
Transaction: Date: 11/29/1997, Time: 19:08, ISA
Ctrl# 211290000
ERR156  (MARY) Interchange message is not to us. ID:
BIGBANK
ERR152 (MARY) Transaction in Error: Date: 04/15/2002,
Time: 08:42, ISA Ctrl# 000000006
ERR156 (MARY) Interchange message is not to us. ID:
BIGBANK
ERR152 (MARY) Transaction in Error: Date: 04/15/2002,
Time: 08:42, ISA Ctrl# 000000007
ERR154 (MARY) No interchanges processed, all interchanges
were copied to the reject file.
INF148  (MARY) RECVX12 function failed: 03
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